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analysis performed within this article are only exampléwy should not be utilized in reabrld

analytic products as they are based only on very limited and dated open source information.
Assumptions made within the analysis are not reflective of the position of any U.S. government entity.

Disciple-LTA: Learning, Tutoring and Analytic Assistancé

Abstract: This paper presengs overview of Discipld.TA, a new type of analytic tool that
synergisticallyintegrates threeomplexcapabilities It can rapidlylearnthe analytic expertise
which currentlytakes yeesto establishis lost wheranalystsseparate from service, and is costly
to replacelt cantutor new intelligence analyst®ow to systematichl analyze complex
hypotheses. Finallyt canassistthe analysts to analyze complex hypotheses, collabarade,
share information.
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1. Introduction

Disciple-LTA is a unique and complex analytic tdbht integrates powerful capabilities for

analytic assimnce, learning and tutoringt the basis of Discipl.TA is an approach to
softwareagent development where a subject matter expert, such as an intelligence analyst, can
teacha Disciplesoftwareagenthow to solve problems in a way that resembles how the expert
would teach a student a new analyswvhen solving problems in collaboration (Tecuci, 1998)

The expert analystill formulate a specific problem, suchfans sess whet her | ran
nucl ear power f{andwil pxplairctieefageht hop slee ipepesfanssahis

analysis. From thispecificanalysis Disciple.TA will learn general analysis rules that will

allow it to solve similar problems, suchf@sA s s e s s w h egparguing nMckear paxver ot a
peacef ulAspisciplelLdsleams fiom the expert analyst, it becomes an increasingly
useful collaboratgrsolving the problems formulated by the analyst similarly to how the analyst
would solve them himself or hetgeonly muchfaster This allows the human analyst to act as

the orchestrator of the analytic procepgsding the high level exploration of the reasoning space,
while DiscipleLTA implemens thisguidance, together formingvery powerfulteam.

Critical to the success d@isciple-LTA as an analytic toas the use of a systematic approach to
hypothesis analysis which is both natural for a human analyst and appropriate for an automatic
software agent. This approafatilitates the teaching of a Discipld A agent by an expert

analyst. It also allows a trained Discifll@ A agent to act as a natural extension of the analytical
reasoning capabilities ofrmiman analyst, as well ésach new analysts in a way that is similar

to how it was aught

This paper pgsents aery brief overview of Discipldt TA6s capabilities, fror
view. The next section introduces DischileT A 6 s c¢h  pypathasis analysis. Theection

3 shows how DiscipkTA helps an analyst to rapidly analyze complex hypathaad perform
assumptiondased analysisection 4 illustrates the teaching of DisctplEA by an expert

analyst, and section 5 discusses how Disdifila can teach new analysts. Finally, section 6

presents an overview of other capabilities of Diselplé\.
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2. Hypothesis analysisthrough problem reduction and solution synthesis

Disciple-LTA is a knowledgéased software agent that can analyze complex hypotheses
through a divide and conquer apprdéa€or instance,dt us considethat DiscipleLTA is given
thecomplex hypdtesis analysis problefrom the top of Figure 1.:

Assess wheth&k Qaedhasnuclear weapons

Disciple-LTA successively reduces tipsoblemto simpler and simpler hygphesisanalysis
problemsguided by questions and answers:

What faots should | consider to determine whkleflasrdhasnuclear weapdhs
Characteristics associated with possessioleaf weapoasd current evidence that is has
nuclear weapaons

Therefore | have to

Assess wheth&l Qaedhasnuclear weapobasedn the characteristics associated with the
possession oficlear weapans
Assess whether there is current evideddethatihasnuclear weapans

Each of these two hypothesis analysis problems is reduced in a similar way, guided by questions
and answrs, as illustrated iRigure 1. This problem reduction process continues until the
resulting problems are simple enough to find their solutions

’| Reasoning Hierarchy | Reasoning Step| Graphical Viewer | Report|

Aszsesz whether &| aeda has nuclear weapons. |

Itig ikely that Al Qaeda has nuclear weapons.

[ Wwhat factars should | consider to determine whether &l Qaeda has nuclear weapons?
A:Characternistics associated with possession of puclzar weapons and curent evidence that is has
nuclear weapons.,
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Figure 1: Hypothesis analysis through probleauctionand solution gnthesis.



Let us consider the leavettbe tree from Figure 1. One of them represents the simpler
hypothesis analysis problem:

Assess wheth&l Qaedaonsiders the usenatlear weapoimsspectacular operations as a reason
to obtainuclear weapans

The solution of this problem appeansa green background:

It isalmost certathatAl Qaedaonsiders the usenatlear weapoimsspectacular operations as a
reason to obtainclear weapaons

This and the other solutions of the problems from the bottom of Figure 1 are successively
combired, from bottorrup, to synthesize the solutions of the uplesel problems, until the
solution of the top level problem is obtained:

It islikelythatAl Qaedhasnuclear weapans

Disciple-LTA uses five symbolic probabilities (suchlasly or almost ertair) to express the
solutions of the problems. They correspond t
estimative language. However, this could easily be changed to consider more or fewer symbolic
probabilities and to associate specific probgbihtervals with each of them (Kent 19%4¢euer,

1999. Notice also that some words appear in blue. They correspond to entities (8lich as

Qaedaor nuclear weaponghat are represented in the knowledge base of Discipde(Tecuci

et al, 2007).

Figurel shows only the top part of the problem reduction and solution synthesis tree. The
problems from the bottom of Figure 1 are themselves reduced to simpler problems in order to
solve them. Overall, the entire reasoning tree has over 1,700 nodes. To sl &nol

understand such a complex analysis, Diseil@ displays a simplified version of it, as

illustrated in the lefhand side of Figure 2.
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Figure 2: Evidence and source analysis.



Under the initial problem and its solutioAgsess wheth&r Qaedhas nuclear weapon&e!)
Disciple-LTA lists the short names of the bottom problems from Figure 1 and their solutions:

Deterrence as reasan:
Self defense as reason:t

Spectacular operations as reasomns:
é

Eachof these simpler problems is solved by using the same reduction and synthesis approach.
Letusconsidei Spect acul ar whighadgaashoitmame férds s e a SAbwhet her
Qaedaonsiders the usenatlear weapoimsspectacular operatiorns @Eason to obtainclear
weaponsAs indicated in the lefhand side of Figure 2, to solve this hypothesis analysis problem
Disciple-LTA considered both favoring evidence and disfavoring evidence. Didcif\eéhas

found two pieces of favoring evidendgyD-FP-Glazov0101c and EVBDWP-Allison01-01, and

it has analyzed to what extend each of them favors the hypothesis that Al Qaeda considers the
use of nuclear weapons in spectacular operations as a reason to obtain nuclear weapons. EVD
FP-Glazov0101c is slown in the bottom right of Figure 2. It is a fragment from a magazine
article published in the Front Page Magazine by Glazov J. where he cites Treverton G. who
stated that Al Qaeda may perform a spectacular nuclear attack against United States (Glazov,
200). To analyze EVBEFP-Glazov0101c, DiscipleLTA considered both its relevance and its
believability (Schum, 200;12007. The believability of EVDFP-Glazov0101c depends both on

the believability of Glazov J. (the reporter of this piece of informatiod)the believability of
Treverton G. (the source). The believability of the source depends on his competence and his
credibility. The credibility of Treverton G. depends on his veracity, objectivity, and analytical
ability.

When the user of DiscipleTA clicks on a problem, such &sC r e dronbthel leffthayd&ide

of Figure 2, DiscipldLTA displays the details on how it solved that problem, as shown in the
right-hand side of Figure 2. For examplefitdA s s ecsedibilitgfiireverton &s thesourcef
EVDFRGlazovOD1®DiscipleLTA has assessed his veracity, objectivity, and analytical ability.
Then the results of these assessmenitsc( f and ) have

been combined into an assessment of the credibilityc( ). DiscipleLTA may use

different synthesis functions for the solutions (such as, minimum, maximum, average, etc.),
depending on the types of the problems. A simplified representation of the synthesis process is
displayed in the left hand side afEre 2, where the solutions appear in green, attached to the
corresponding problems.

3. Analytic assistance and assumptiofvased analysis

When a huran analyst uses DiscipleT A, sheor heselects the hypothesis dyss problem to

solveand DiscipleL T Ai mist ant | yheanaysis) asillastrated in Figures 1 and\er
that the analyst mayrowse modify ard/or extend the analysiBor example, the analyst can

select any problem from the reasoning tree and provide a solution in the form afiraptass.

This capability is illustrated in Figure 3. In this case the analyst selected the problem

Assess wheth&l Qaedhad reasons not to uselear weapqrassuming that it has them.

Then the analyst has made the assumption that the solutiois pfablem is (see the bottom
right-hand side of Figure 3):
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Figure 3: Assumptionbased analysis.

rg A‘ Itiz kel that Al Qaeda ‘
4

It isa remote possibithatAl Qaedhas reasons not to usattsear weapqrassuming that it
has them.

The analyst has also provided the followjagtification for this solution:
| think thakl Qaedwould use itsiclear weapaons

This assumption has immediately been used to update the analysis and change the result to
It isan even chanthatAl Qaedhasnuclear weapans

The assumptions madg the human analyst appear with a yellow background, to be
distinguished from the other solutions. In addition, the above assumption also has a red contour
because it is challenged by Discill&A, as indicated in the upper rigptrt of Figure 3.

The anayst may experiment with different assumptions and determine their influence on the
global result of the analysis. For instance, the right hand side of Figure 3 shows two different
assumptions for the same problem. Each of them could be enabled, by sickpig on the
corresponding button, and the analysis is instantly updated. The analyst can also view all the
assumptions corresponding to the entire reasoning tree, or a part of it, and can enable, disable,
delete and define new assumptions. Thus, thengssons allow the analyst toypothesize a

solution for a problem thiaannot be solved by Disciplel’A, to change a solution generated by
the system, or to experiment with different wifatcenarios.

As shown aboveheanalysis tregenerated by Disple-LTA makesvery clear the analysis
logic, what evidence was used and hasvat assumptions have been made, and what is not
known. Thisillustrates an ability of a decisiosupport system to generate a solution to a
complex problem in a very transparevay. The generated analysssvery natural for a human
analyst, it is veryrecise anderydetailed, and it is generatedry fast This allows the human



analystto critically evaluate the reasoning proces®isciple LTA, accept parts of it, modify
other parts, andneduce an analysishich sheor hewould consideto be her ohis own

4. TeachingDisciple-LTA

An important capability of DiscipieTA is that it carrapidy capturethe analytic expertise
directly from an expert analyst, who can teadh & way that it similar to how the analyst would
teach another person. Discigl@ A represents this analytic expertiseaikknowledge base
consisting of an ontology and a set of reasoning (lesuci et al., 2007)The ontology is a
description of impdant concepts used in analysis (suckpasce of evidericiredibility ,

fsourc@. The rules are generatiifienstructures that express thenditions under which general
problemcan be reduced to simpler ones or partial solutions combined into oropdete ones.
These rules could be quite complex, but they are learned by Ditdiplerather tharbeing
manuallydefinedby a knowledge engineeas illustrated in the following

A subproblem offi As s e s sAl Qaddlasnhuecr! e a r is fivfe sasteethesstiiere are states
withnuclear weapowiling to selliclear weapotwAl Qaeda 0

Because DiscipkTA does not know how to solve this spboblem, its solution has to be

provided by the human analyst. The analyst may provide the solutionforthef an

assumption, as discussed in the previous section. Alternatively, the human analyst may perform
an analysis to obtain the solutjand teach DiscipleTA at the same timeas illustrated in

Figure 4

2

2. Disciple-LTAlearns

1. The analystextends R reasoning rules
the analysis logic
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Figure 4: Reasoning rules learned fromahe al yst 6 s sol uti on.



First the analyst considers a specific nuclear state (North Korea, in this illustration) which leads

hi m o r Askessrwhethdorttiit Korda willing to selliclear weapotwsAl QaedaThen the

analyst considers each possiblescrafor North Kore&o sell nuclear weapons to Al Qag@eg.

funited Statés perceived as a common endiortbf KoreandAl Qaedaori Des per at e need
revenues because the financial resedathaforeare at acry lol e yaad adalyses eh of

them in terms of both positive consequences and negative consequeno@sito obtain a

global evaluation of whether it makes sense for North Korea to sell nuclear weapons to Al

Qaeda.

From each reasoning stegpnsisting of a problem, questi@answer and suproblem(s),

Disciple-LTA learns a general reasoning rule, as illustrated in the-nightl side of Figure 4.

For instance, from the first reasoning stapdiple-LTA has learned the followingule: i T o

assess whether there are states thay tme willing to sell nuclear weapons to an actor, one has

to consider each nuclear state, and determine whether it may be willing to sell nuclear weapons
t o t h a DiscpleltTA hasinimediately applied the learned rule in problem solving and
hasconsderedthe other nuclear states, in order to assess whether any of them might be willing
to sell nuclear weapons to Al Qaeda, as illustrated in Figudewever,the analyshaspointed

to the United States, indicating that this reasoning step is inddsemause the United States
perceives Al Qaeda as an enemyy.a result, Discipl. TA has refined its rule as follows: T o

assess whether there are states that may be willing to sell nuclear weapons to an actor, one has
to consider each nuclear state whismot an enemy of that actor, and determine whether that
state may be willing t o $ehlthis newuute)DiscipleTAve apons
will no longer consider, not only the United States, but also United Kingdom, France, and any

other nuéear state which perceives Al Qaeda as an enemy.
-
=%

(A R o
7{ 1. Disciple-LTA applies the learned rule lﬂ 3. Disciple-LTArefines the
rule with an except-when
condition

h 7Y
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Figure 5: Rule refined based on the :



In this way DiscipleLTA learns complex reasoning rules through a natural and simple
interaction with the expert analyst, capturing his/her anadyertise.

5. Teaching new analysts

Once DiscipleLTA has beemaught how tesystematically analyze complex hypothesesan be
used to tutor new analystsigure 6shows a fragmerthe first part ofa lesson on how to assess
the support provided by ague of evidence to a hypothestgst DiscipleLTA presents the
reductionstrategy at an abstract level, as illustrated in the top part of Figlire6.it generates
concrete examples of the abstract strategy, as illustrated mmdllée part of Figures.

Lesson: Hypothesis support from piece of evidence, ‘ PE)
Let uz consider the prablem:

| Aszzess to what extent the piece of evidence favors the hypothesis. ‘

r%e hawve ta: !

\\_I:Dnsider the relevance and the believability of the piece of evidence. )

£
*wTherefore we have to salve the following twao subproblerns:

___________________________________________________________________________________________

Azzess towhat extent the piece of evidence favors the hypothesis, | Azzess the extent to which the information provided by the piece of
aszuming that we believe the information provided by the piece of ;
evidence,

[The piece of evidence is testimonial evidence obtained at second j
hand.

.....................................................................................

Azzess the believabilty the reporter o Aggess the beliewability the source o ‘

the pisce of evidence. the piece of evidence,
£
Nustrations: MNexd GFelect Example: |EYD-Reuters-01-01c and Al Qaeda

Agzess to what extent the piece of evidence EVD -Reuters-01-01 ¢ favors the hypothesiz that Al Qaeda
has desire to obtain nuclear weapons.

Q:what factors determine how a piece of evidence favors a hwpothesiz?
A:lts relevance and believability.

.........................................................................................

Agzess to what extent EVD-Reuters-07-01 ¢ favors the hypothesis that ‘ ‘ Agzezs the extent to which EVD-Reuters-0

Figure 6: Lesson fragmentHypothesis support from a piece of evidence.



